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Abstract :

An authenticated encryption scheme is a symmetric key cryptographic primitive that
simultaneously provides confidentiality and integrity of input data. The scheme has wide
applications, and some of them are heavily used in our daily lives. CAESAR (Competition for
Authenticated Encryption: Security, Applicability, and Robustness), initiated in 2014, categorizes
the use case of authenticated encryption schemes into Use Case 1 (lightweight applications,
resource constrained environments), Use Case 2 (high-performance applications), and Use Case 3
(defense in depth). The project was completed with the announcement of the final portfolio in
February, 2019. In this study, we focus on the six CAESAR 3rd round candidates in Use Case 1.
These are CLOC, SILC, Jambu, Ketje, Ascon, and ACORN. We evaluate the implementation
characteristic of these schemes on real mobile devices. Given that mobile devices are equipped with
a battery, we focus on the energy consumption of these schemes. We use five Android mobile
devices to see their energy consumption. We implement six authenticated encryption schemes based
on the reference code provided by the designers on five mobile devises, and we use both hardware
and software tools to obtain the figures. As a result, our implementation figures show that CLOC,
SILLC, Jambu, and Ascon perform better with this order, followed by Ketje or ACORN depending

on the input length.
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Cortex-A53, 4GB/128GB
® ZenFone 5z : 20186, Qualcomm SDM845 Snapdragon 845, 4x2.7 GHz Kryo 385 Gold
+ 4x1.7 GHz Kryo 385 Silver, 6GB/128GB
® Xperia E dual : 20134F1 H, Qualcomm MSM7227A Snapdragon S1, 1.0 GHz Cortex-Ab5,
512MB/4GB
® Galaxy S IIT : 20124F-6 H, Qualcomm MSM8960 Snapdragon S4 Plus, 2x1.5 GHz Krait,
2GB/32GB
® 7TE Blade 1.110 : 20164F-7 H, Spreadtrum SC7731G, 4x1.3 GHz Cortex-A7, 512MB/
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