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Abstract :

The purpose of this study is to develop a new privacy protection technology that can integrate
and selectively handle multiple sensor signals and historical information. Expectations and demand
for services that utilize the large amount of sensor signal information obtained from a large number
of users are expected to increase further in the future. There is a need to develop identification
techniques for individual sensor signals to prepare for assessing their vulnerability to attack. In
this paper, we report the results of empirical verification of personal information identification for
audio and acceleration signals. As a part of the development of the information hiding technology
for privacy protection, we have also studied the information embedding/detection method for audio

signals, and have conducted basic experiments to report the results.
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= A B C D Recall(%)
A 2235 0 1 14 99.33
B 12 2168 25 45 96.36
C 89 94 2004 63 89.07
D 70 50 21 2109 93.73
Precision(%) 92.89 93.77 97.71 94.53 94.62
FiE (%) 96.01 95.05 93.19 94.13 94.62
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EE A B C D Recall(%)
A 1745 0 1 4 99.71
B 8 1717 8 17 98.11
Cc 44 42 1639 25 93.66
D 47 26 10 1667 95.26
Precision (%) 94.63 96.19 98.85 97.31 96.69
Ff& (%) 97.11 97.14 96.19 96.27 96.69
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= A B C D Recall(%)
A 1242 0 2 6 99.36
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D 16 4 2 728 97.07
Precision(%) 95.65 97.62 99.72 97.07 97.47
F{& (%) 97.58 98.08 97.13 97.07 97.47
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EE A B C D Recall(%)
A 249 0 0 1 99.60
B 248 1 99.20
C 5 5 237 3 94.80
D 5 1 0 244 97.60
Precision (%) 95.77 97.64 100.00 97.99 97.80
FiB (%) 97.65 98.41 97.33 97.80 97.80
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