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Abstract :

The Internet is widely spread today as an information infrastructure indispensable for our daily
life and business. However, the threat of cyber-attacks increases year by year, and the technology
that can make the Internet more secure is required. A Network-based Intrusion Detection System
(NIDS) is a system to detect intrusion attacks from network traffic and is widely used as a defense
method of cyber-attacks. However, its detection accuracy and throughput for unknown attacks are
limited. We have proposed a distributed processing framework for building NIDS based on machine
learning called MLNIDS to solve these problems. This framework is expected to have high
practicality and processing performance because all processes are built on distributed processing
frameworks capable of scaling out. However, since this framework was evaluated only in the form
of omitting the classification process by machine learning, the practical performance of the whole
framework, including the classification process, is unknown. In this paper, we implement the
classification process by machine learning on the framework and evaluate the performance using

real network traffic.
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