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Abstract :

Recent serious accidents in Japanese chemical plants occurred in unsteady state operation. In
startup and shutdown, the active controllers that need to be monitored are changed according to
operation states. In this paper, not only spatial but also temporal zoning are discussed to reduce
the possibility of accidents and to improve detection capability of cyber-attacks. Because
availability of some parts of the plant might be spoiled in switching communication paths, the
security of the switching system is very important. In order to realize dynamic zoning, design
method of zoning of controller networks and control method of switching communication which is
independent from plant control systems, are proposed. Moreover, an implementation of proposed

dynamic zoning using an OpenFlow controller is illustrated.
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